We propose a novel high-speed stream cipher encryption scheme based on the true random key generated by a chaotic semiconductor laser. A 5-Gbits/s non-return-to-zero plaintext is successfully encrypted and decrypted using this cryptography. The scheme can be applied in the areas of real-time high-speed physical encryption.
plays the essential role in a cipher system.
Up to now, there are two types of keys for modern cryptography, namely, true random numbers (TRNs) and pseudo-random numbers (PRNs). PRNs are generated from a seed utilizing some deterministic algorithms [1] . Although current PRNs have higher generation rate compared with TRNs, the main drawback for PRNs in applications is pseudo-randomness, not true randomness. This shortcoming makes the message be intercepted by eavesdropper. From this point of view, only TRNs are suitable for the one-time pad. Physical random phenomena, such as noise in resistors [2] , phase noise of lasers [3] , radioactive decay [4] , etc., are the favorite entropy sources to generate ideal TRNs. However, the rates for these true random numbers are no more than 20 Mbits/s [5] , which extremely limits their applications in modern cryptography. Fortunately, Uchida et al. firstly proposed a fast 1.7-Gbits/s true random number generator (TRNG) based on semiconductor lasers operating in chaos [6] . Kanter and his companions improved the TRNG and achieved TRNs with the rates of 12.5 Gbits/s and 300 Gbits/s [7, 8] .
In this letter, we propose a setup for Gbits/s stream ciphers on the basis of physical devices, which exploits a novel application of TRNs generated by a chaotic 3 semiconductor laser. The numerical simulations confirm that the encryption and decryption processes are feasible. This physical-layer stream ciphers can be transmitted at a high speed to ~ Gbits/s through commercial fiber-optic link.
The detailed schematic diagram for stream ciphers based on the true random key generated by a chaotic semiconductor laser is shown in Fig. 1 . The entire setup consists of four blocks: chaotic light source (left red box), key generation (right red box), encryption (green box, Alice), and decryption (green box, Bob). The block of chaotic light source is the same as the generation part of chaos in Ref. [9] . The transmitter laser (TL) is modulated by a 2.35 GHz sinusoidal signal through a bias tee.
Chaotic light is generated by external optical feedback from a fiber-optic loop, whose polarization is controlled by a polarization controller (PC). The output power of chaotic light is detected by a photodector (PD). The block of key generation is composed of an analog-to-digital converter (ADC), a clock, and a buffer [7] . The recorded chaotic signal is digitized by the 8-bit ADC triggered by a 1 GHz clock. The buffer stores the digital sequence and shifts one bit to execute difference operation with the unshifted bits. The 5-least significant bits of the difference value are stored as a part of the final TRNs. Accordingly, the rate of TRNs is 5 Gbits/s. In addition, Alice's solitary LD2 can be modeled by a set of rate equations with the laser electric complex amplitude E and carrier density N, respectively, as expressed follows:
where the central wavelength is 1550 nm. In order to generate true random numbers, experimental data of chaotic light are more suitable than numerical data by solving the rate equations of semiconductor laser. The source of chaotic light was provided by Hong and Shore [9] , where the detailed experimental conditions are presented. Figure 2 shows a segment of chaotic signal recorded by an oscilloscope with the sampling rate of 10 GHz. The sampling 5 rate of ADC is controlled by a clock whose rate is set to 1 GHz (big red circles in Fig.   2 ). Hence, only the 1-GHz sampled signal is utilized for key generation.
We adopt a back-to-back configuration without transmission via optical fiber with the aim of simplifying the numerical simulations. Alice's key is shared by Bob to decrypt the ciphertext after sampling and decision.
The generated 5-Gbits/s key, employed for plaintext encryption, is shown in Fig. 3 (a). The plaintext is 5-Gbits/s non-return-to-zero plaintext. As can be seen in Fig. 3 (b), the ciphertext (blue line) successfully masks the plaintext. The output power of LD varies with the ciphertext modulating the current of LD. After PD, LPF, sampling and decision, the plaintext can be decrypted with no error-bits in this back to back cryptography configuration. The eye diagrams for this cryptography are shown in Fig.   4 . The eye diagram for signal after sampling is obviously better than that for the output power of LD transmitted in the public channel. Hence, the decryption block maintains Bob's correct plaintext.
In conclusion, we propose a setup for high-speed physical-layer stream ciphers whose key is generated by a chaotic semiconductor laser. The encryption and decryption processes are numerically simulated. The future hot topics of this area are how to use TRNs generated by chaotic LD in block cipher and public key cipher.
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